Federal Bar Association-Los Angeles Chapter
17th Annual Bankruptcy Ethics Symposium
November 20, 2020

Attorney Competence 101:
The Latest Scams and Technical Dangers
For Lawyers And Other Human Beings
Version 7.0

1

Hon. Whitman L. Holt
Whitman L. Holt has served as a United States Bankruptcy Judge for the Eastern District of Washington in
Yakima since November 1, 2019. Before taking the bench, Judge Holt was a partner at Klee, Tuchin, Bogdanoff
& Stern LLP in Los Angeles. He has briefed multiple matters before the Supreme Court of the United States
and received public recognition for his legal abilities.
Judge Holt is the co-author (with Kenneth N. Klee) of Bankruptcy and the Supreme Court: 1801-2014 (West
Academic 2015) and of a series of commentaries about bankruptcy and the Supreme Court for the LexisNexis
Emerging Issues Analysis project. Judge Holt is also a contributing author to the Collier on Bankruptcy treatise
and related standalone publications.
Since 2015, Judge Holt has been a Conferee of the National Bankruptcy Conference. The NBC is an invitationonly organization dedicated to advising Congress about the operation of bankruptcy and related laws.
Judge Holt is a graduate of Bates College (B.A., 2002, magna cum laude and Phi Beta Kappa) and Harvard Law
School (J.D., 2005, cum laude).
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Robert C. Furr
Robert C. Furr leads the bankruptcy practice at Furr Cohen, Boca Raton, Florida (furrcohen.com).
Mr. Furr is board certified in both consumer and business bankruptcy by The American Board of
Certification (chair, 2020).
Mr. Furr is a Fellow of the American College of Bankruptcy, the only Palm Beach County attorney so
honored.
Mr. Furr is a panel trustee for the Southern District of Florida and has served in many multimillion-dollar
bankruptcies. Mr. Furr is also a bankruptcy mediator.
Mr. Furr is a past president of the National Association of Bankruptcy Trustees. Furr is a past-editor and
chief of Nabtalk, the journal of the National Association of Bankruptcy Trustees. Furr is president of the
Bankruptcy Trustee Association of Southern Florida.
Furr has testified twice before Congress on bankruptcy matters and the legislative process.
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J. Scott Bovitz
J. Scott Bovitz is the senior partner of Bovitz & Spitzer in Los Angeles (bovitz-spitzer.com). Bovitz handles
bankruptcy litigation in consumer and business bankruptcies.
Mr. Bovitz is board certified in business bankruptcy by The American Board of Certification and is the
immediate past chair of the ABC. Bovitz is also a certified specialist in bankruptcy law, State Bar of
California Board of Legal Specialization, and a former chair of the BLS. Bovitz is rated “AV Preeminent” by
Martindale-Hubbell. Bovitz has been selected as a Super Lawyer in Bankruptcy and Creditor Rights since
the program started in California. Bovitz is a coordinating editor of the American Bankruptcy Institute
Journal and a contributing editor to the Bankruptcy Mediation News. Bovitz is a former Adjunct Professor
of Law, Loyola Law School, Los Angeles.
Mr. Bovitz has produced or served on the faculty of hundreds of programs on the law and ham radio. For
more details, visit bovitz.com (Bovitz’ photos), bovitz.biz (409 original songs), n6mi.com (ham radio
adventures), bankruptcydog.com (a calendar site for local bankruptcy attorneys), and bovitz-spitzer.com
(the law stuff).
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Observations from Judge Holt’s rookie season
(the big cases, the local press, and the lawyers)
While Judge Holt cannot comment on any pending matter, Bovitz can cite you to a newspaper in Yakima,
https://www.yakimaherald.com/bankruptcy-judge-authorizes-sale-of-astria-regional-medical-officebuilding-in-yakima/article_ae55cf4f-de41-5b81-afed-0780fb52d389.html (updated October 21, 2020):
A federal bankruptcy judge cleared the way on Wednesday for Astria Health to sell the vacant Astria
Regional Medical Center and the neighboring Medical Office Building to a local investment group.
Judge Whitman Holt authorized the sale of the hospital and the neighboring Medical Office Building
for $20 million. The offer received no objections, including from Astria Health’s creditors. Judge
Whitman Holt said Astria Health showed reasonable business reasonable judgment in securing the
offer from the investment group, Yakima MOBIC LLC. Holt acknowledged it was unlikely that Astria
Health could get a better offer through other means, such as an auction. …
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The Florida perspective from Mr. Furr
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Attorney Competence 101
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Tips from Judge Holt on remote appearances
Use a quality microphone.
Prepare for the hearing, just like “real court.”
Pay attention.
Keep background noise down. (Use the mute button.)
Watch the lighting and background.
Dress appropriately.
Use your full name and client representation in the Hollywood Squares grid.
Still need live witnesses for findings of fact in a “he said, but she said” trial.
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“CAUTION: This email originated from outside of
the organization. Do not click links or open
attachments unless you recognize the sender and
know the content is safe.”
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Los Angeles County Bar Association (October
28 email from Stan Bissey, executive director)
Just as with traditional mail, be skeptical!
Look at the from address of the message. Most often they don't spoof the entire from field, they just spoof
the name. Bill Gates info3@somethingweird.com.
Look for things such as signatures or profile pictures you are used to seeing. If they aren't there, it should
serve as a warning.
Look at the content of the message. Is the content of the message consistent with what a person would say
or ask you? Requesting money or private information should raise a flag. Language, spelling, and message
formatting not consistent with the sender should also raise a flag.
If you are not certain, it's always a good idea to pick up a phone and confirm.
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Don’t be a “money mule”
https://www.secretservice.gov/coronavirus:
Criminals are using the unprecedented national response to the coronavirus pandemic as an opportune
moment to further their criminal behavior. To avoid being detected by law enforcement, criminals use
money laundering techniques to conceal the identity, source, and destination of illicitly obtained money.
Criminals often prey on unsuspecting individuals by creating elaborate stories to assume false identities to
gain your trust by pretending to be an entrepreneur or a bachelor looking for romance. “Money Mules”
are individuals who transfer illegally obtained money on behalf of others using bank accounts, wire
transfers, money orders, or checks.
The United States Secret Service, we would like to remind you to protect yourself and the nation:
•Never respond to an offer to earn quick and easy money.
•Never agree to receive and send money on behalf of others.
•Never share your bank account or personally identifiable information
•Never open a joint account with anyone other than close family.
… Money laundering is a crime, and so is being a money mule.
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Money mule invitations (Bovitz must be on a list)
From: David Jones <koiattorney@yahoo.com>
Sent: Sunday, August 23, 2020 5:53 PM
Subject: Good day
Good day,
I am Mr. David Jones, an Account Manager with a named bank here in New York United States, and I handle
all our Investors capital Project Funds which enabled me to divert 1.2 Percent Investors Excess Return
Capital Funds to our Magellan Trust Funds Account whereby anyone can be presented to claim the funds.
On this note, a total sum of US$15 Million Dollars has been diverted representing the 1.2 Percent Excess
Return Capital Funds from the Investor Capital Project Funds for 2018/2019. I need a reliable and
trustworthy person that can work this deal out with me so that we can claim the funds as mentioned
above. There is no risk attached and the funds in question can never be detected or traced after claim. Our
sharing ratio would be 50:50. If you are interested, please reply for a smooth discussion of this transaction
in further details.
Sincerely,
David Jones
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From: XXXXXXXXXXXX@gmail.com>
Sent: Tuesday, March 10, 2020 8:01 AM
To: undisclosed-recipients:
Subject: Hello
‐‐
Hello, I am Miss XXXXXXXXXXXXX from Luxemburg. I have the sum of 9,700,000 EUR (Nine Million Seven
Hundred Thousand Euros) that I inherited from my late father. I want to invest this fund in your country
with your consent, co‐operation, assistance, advice and help. Secondly on your full acceptance to work with
me regarding this purpose, kindly indicate your interest by reply back to me so that I will furnish you with
the need fully information and the details on how to proceed further. I will offer you 20% of the
money for your help.
May God bless you for your prompt attention. My best regards to you and all your family as you contact me
for more details. I need your guidance.
Thanks.
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From: Helen Gracia <william1noah12@gmail.com>
Sent: Wednesday, October 7, 2020 11:09 PM
To: bovitz@bovitz.com
Subject: INV-INC
There is an Opportunities that will provide us some funds for investment. For more details kindly reply me.
Thanks
Helen Gracia
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“Gift card” scam
From: Michael T. Hertz <mmmickey55@yahoo.com>
Sent: Tuesday, October 6, 2020 8:33 AM
Subject: Help needed.............................Michael Hertz

Real e-mail address (attorney)
Bogus request

How are you? i need a favor from you.
I need to get a Nike Gift Card for my nephew, it's his birthday today and I totally forgot i
can't do this now because I'm currently on a short trip. Can you help grab one from any
store around you? i'll pay you as soon as i am back.
kindly let me know if you can handle this.
Michael
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Jury service scam -- click here!
L.A. County court officials warn residents of jury duty email scam, October 23, 2020,
https://ktla.com/news/local-news/l-a-county-court-officials-warn-residents-of-jury-duty-email-scam/:
The Los Angeles Superior Court said residents are being targeted in a phishing scam involving
fraudsters falsely claiming to represent a court official to con people into registering for jury duty by
clicking on a link.
The sender — JuryDuty@donotreply.gov — purports to be from Clerk of Court “Sherry Mason” and
threatens fines if the recipient doesn’t appear in federal court for jury duty. “There is no person
named Sherry Mason that is employed by the LASC Clerk’s Office,” Sherri Carter, head clerk of Los
Angeles County Superior Court, said in a news release Friday. The Los Angeles court system does not
send those types of emails for jury service — federal courts don’t either — and the emails should be
deleted without opening or clicking on any links, Carter warned.
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Juror scams (phishing)
Juror scams, https://www.uscourts.gov/services-forms/jury-service/juror-scams:
In various parts of the United States, citizens are being targeted by phone calls and emails,
threatening them with prosecution for failing to comply with jury service in federal or state courts.
In the calls and emails, recipients are pressured to provide confidential data, potentially leading to
identity theft and fraud. These calls and emails, which threaten recipients with fines and jail time if
they do not comply, are fraudulent and are not connected with the U.S. courts.
Federal courts do not require anyone to provide any sensitive information in a telephone call or
email. Most contact between a federal court and a prospective juror will be through the U.S. mail,
and any phone contact by real court officials will not include requests for Social Security numbers,
credit card numbers, or any other sensitive information.
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FTC Chairman scam (phishing)
https://www.consumer.ftc.gov/blog/2020/10/ftc-chairman-not-writing-you (October 1, 2020):
If you saw an email from FTC Chairman Joseph Simons, it wasn’t. From him, that is. Scammers
pretending to be him are emailing, though. They’re trying to trick you into turning over personal
information, like your birth date and home address, which could help them scam you.
So: if you get an email from the Chairman of the Federal Trade Commission about getting money
because of an inheritance or relief funds related to the impact of the COVID-19 pandemic — or anything
else — do not respond. Do not give out your personal information. But do hit “delete.”
Scammers like to make themselves look official by pretending to be from the government. They use
official-sounding language and images that impersonate federal agencies like the FTC to trick or scare
people into responding.
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“State Bar referral service” scam
http://www.calbar.ca.gov/Public/Need-Legal-Help/Lawyer-Referral-Service:
The [California] State Bar is not a lawyer referral service and cannot direct you to a specific lawyer or give
legal advice.
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From: David <XXXXXXXXXXX@gmail.com>
Sent: Thursday, September 24, 2020 10:58 AM
To: info@oakfarm.com
Subject: Litigation Case
Dear Attorney,
I was referred to you by the Stateʹs Bar Referral Services.
Do advise if your firm handles Litigation Cases.
David
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More sophisticated scams (lawyer/escrow)
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Collection attorney scam
Hotliner, Ethics Alert, “Internet Scams Targeting Attorneys” (January 2011)
(https://www.calbar.ca.gov/Portals/0/documents/ethics/Publications/EthicsHotliner/Ethics_HotlinerInternet_Scams-Jan_11.pdf):
Lawyer receives what appears to be a legitimate solicitation email from a prospective client, often but
not always based in another country or state; After checking the legitimacy of the company on the
Internet, the lawyer responds and relationship terms are “negotiated” between the lawyer and the
prospective client, including a written fee agreement, sometimes providing for a substantial advance fee
deposit; Lawyer receives an email from the new client that the hiring of counsel and/or the threat of
legal action has suddenly caused debtor to agree to pay up; Lawyer quickly receives what seems to be a
valid domestic cashier’s check from a reputable bank as a settlement payment, which is then deposited
in the lawyer’s client trust account; Client requests an immediate wire distribution of the settlement
funds to a foreign account and provides approval for the attorney’s retainer or fees to be deducted from
the funds and paid from the trust account; Lawyer retains the fee and wires the balance to a foreign bank
account. … It is then discovered that the cashier’s check is fraudulent, and it is returned unpaid. By this
time, however, the funds have already been wired to the foreign bank and the scammer has disappeared
with the funds. The lawyer’s client trust account is overdrawn by the amount of the counterfeit cashier’s
check…
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Escrow scam
Sarrouf L. LLP v. First Republic Bank, 148 N.E.3d 1243, 1245–1246 (Mass. App. 2020)
The plaintiff, Sarrouf Law LLP (Sarrouf), was the victim of a fraud perpetrated by a person posing as a
client trying to sell a piece of heavy construction equipment to a buyer in Quincy. A check, ostensibly
from the buyer's agent, was delivered to H. Glenn Alberich, a lawyer who was “of counsel” to Sarrouf
and in communication with the purported client. After the check was deposited in Sarrouf's account at
First Republic Bank (First Republic or bank), the “client” sent Alberich instructions requiring that most
of the check's proceeds be sent by wire transfer to two recipients, one in Cambodia and the other in
Hong Kong. After the transfers had been made irretrievably, the check was revealed to be counterfeit;
that amount was charged back to Sarrouf's account, resulting in a large deficit. As a result, Sarrouf
sued First Republic and Alberich. A Superior Court judge allowed First Republic's motion for summary
judgment and ordered entry of separate and final judgment, dismissing Sarrouf's claims against the
bank. … We affirm. …
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Don’t help clients commit Coronavirus PPP fraud
(three slides)
https://www.morelaw.com/verdicts/case.asp?s=&d=140324
Maurice Fayne, who stars in Love & Hip Hop: Atlanta
[https://en.wikipedia.org/wiki/Love_%26_Hip_Hop:_Atlanta], has been arrested on federal bank fraud
charges arising from a Paycheck Protection Program (“PPP”) loan that he obtained in the name of Flame
Trucking.
“The defendant allegedly took advantage of the emergency lending provisions of the Paycheck Protection
Program that were intended to assist employees and small businesses battered by the Coronavirus,” said
U.S. Attorney Byung J. “BJay” Pak. “We will investigate and charge anyone who inappropriately diverts
these critical funds for their own personal gain.”
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Criminal complaint, United States v. Maurice Fayne, aka “Arkansas Mo,” Case 1:20-cr-00228-MHC-JKL
Document 1 Filed May 12, 2020:
The Coronavirus Aid, Relief, and Economic Security ( CARES ) Act is a federal law enacted in or around
March 2020 and was intended to provide emergency financial assistance to millions of Americans who
are suffering the economic effects caused by the COVID-19 pandemic … In order to obtain a PPP loan,
a qualifying business must submit a PPP loan application, which must be signed by an authorized
representative… .
On April 15, 2020, Fayne signed and submitted to UCB a PPP loan application in the name of Flame
Trucking. Fayne told UCB that Flame Trucking had 107 employees and an average monthly payroll of
$1,490,200… . Loan payments, jewelry purchases, and child support payments are not authorized
uses of PPP loan proceeds… .
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According to information obtained from the jewelry store, Fayne paid a total of $85,065 (including the
$84,000 wire transfer and a cash payment of $1,065) for three pieces of jewelry, specifically: (1) one
custom -made 18 karat Rolex 41mm Presidential watch … with diamonds, which sold for $52,000; (2) one
10-karat custom-made bracelet with 34.75 carats of diamonds, which sold for $24,500 ; and (3) one 14karat custom-made ring with 5.73 carats of diamonds, which sold for $3,750.
In Fayne's garage, Agents found a 2019 Rolls-Royce Wraith … still had a temporary dealer tag on it.
Agents asked Fayne whether he used any of the PPP loan proceeds to purchase that vehicle, and Fayne
said: “Kinda, sorta, not really.”
According to documents available online, the total suggested retail price of that vehicle was $381,975.

“Kinda, sorta, not really.”
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Judge Holt, how can we avoid discovery sanctions
in bankruptcy court?
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Not to worry! Discovery sanctions are probably
dischargeable in the bad litigator’s future bankruptcy
In re Albert-Sheridan, 960 F.3d 1188, 1193, 1195-1196 (9th Cir. 2020)
Section 523(a)(7) expressly requires three elements for a debt to be non-dischargeable. The debt
must (1) be a fine, penalty, or forfeiture; (2) be payable to and for the benefit of a governmental unit;
and (3) not constitute compensation for actual pecuniary costs. 11 U.S.C. § 523(a)(7). Here, the
discovery sanctions plainly do not satisfy the last two of these elements and, thus, are not excepted
from discharge. California law authorizes the award of “sanctions” for the “misuse of the discovery
process.” Cal. Civ. Proc. Code § 2023.030(a). A “court may impose a monetary sanction ordering that
one engaging in the misuse of the discovery process, or any attorney advising that conduct, or both
pay the reasonable expenses, including attorney's fees, incurred by anyone as a result of that
conduct.” Id. … Here, Albert was ordered to pay the discovery sanctions to “Plaintiff 10675 S. Orange
Park Boulevard, LLC.” Orange Park Boulevard is not a governmental unit, nor was the sanction for the
benefit of a governmental unit. … we hold that discovery sanctions imposed under California Code
of Civil Procedure § 2023.030(a) are dischargeable.
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But the costs of the State Bar’s disciplinary
proceedings are not dischargeable
In re Albert-Sheridan, 960 F.3d 1188, 1191-1192 (9th Cir. 2020)
…the State Bar began disciplinary proceedings and charged [attorney] Albert with, as relevant here,
failing to cooperate with its investigation and disobeying the court orders to pay … discovery sanctions.
After a State Bar trial, the hearing officer found Albert culpable on both counts. The hearing officer
recommended a 30-day suspension of Albert's law license … The hearing officer also awarded $18,714
to the State Bar in “reasonable costs” for the disciplinary proceedings under California Business and
Professions Code §6086.10(b)(3). The costs included a pre-set base charge of $16,758 plus $1,956 for
investigations. California law requires the payment of disciplinary costs as a prerequisite
for Bar reinstatement. Cal. Bus. & Prof. Code § 6140.7. In February 2018, Albert filed for Chapter 13
bankruptcy. The bankruptcy court later converted Albert's case to Chapter 7… the costs of
State Bar attorney disciplinary proceedings are non-dischargeable based on their punitive and
rehabilitative nature. … attorney disciplinary costs under §6086.10 are excepted from discharge [so]
Albert's $18,714 debt to the State Bar is non-dischargeable.
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Pre-bankruptcy planning – attorney as target
(fraudulent transfer)
In re Daffner, 612 B.R. 630, 636-637 (Bankr. E.D.N.Y. 2020)
The Defendant is an attorney licensed to practice in New York… . The Defendant did not represent the
Judgment Debtors in the litigation but was retained by them with regard to post-judgment matters. The
Plaintiff alleges that the Defendant participated with his clients in a scheme to prevent the Plaintiff from
collecting from the Judgment Debtors the money owed to the Plaintiff. The Defendant acknowledges that
he received money from his clients from bank accounts they closed. He also acknowledges that he
deposited the funds he received into his IOLA [Bovitz: attorney’s trust account]. The Defendant admits
that at the direction of his client, he disbursed funds to them, to third parties and to himself from the
IOLA. The Defendant maintains that at all times he was acting in accordance with his clients' instructions…
Because there is no evidence to support a finding that the Defendant had control over the disposition of
these funds in the IOLA, the Defendant was not a statutory transferee of any fraudulent transfers under
New York law. With respect to the portion of funds the Defendant did receive from the IOLA as payment
for his legal services and as reimbursement for making transfers from his personal account by mistake, the
Plaintiff has failed to establish on a prima facie basis that these transfers are recoverable as either
intentional or constructive fraudulent conveyances under the DCL.
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Pre-bankruptcy planning – attorney as target
(diverted collateral to attorney could be conversion)
Funding Metrics, LLC v. Dec. One Debt Relief LLC, 18-81061-CIV, 2019 WL 3759111, at *2, *9 (S.D. Fla. Aug. 9,
2019)
The Plaintiff, Funding Metrics, LLC (“FM”), provides “cash advance funding” to merchants, many of whom
are small businesses. … FM also enters into separate security agreements with the merchants, by which
FM acquires a security interest in the merchants' receivables, inventory, and other assets. … DDR, on the
other hand, “presents itself as being able to renegotiate and restructure merchant agreements with
FM.” … FM describes DDR as a “debt relief” company that “persuades merchants to stop paying their cash
advance funders based on its representations that DDR will negotiate a reduction in their obligations. …
FM contends that DDR induces merchants, by mail and e-mail, to “stop paying their cash advance
providers and [to] pay DDR instead, based on representations that DDR will provide the merchants
with negotiation services and [that] Veritas will defend them.” … DDR’s unilateral diversion of specific
receivables that, but for DDR’s allegedly wrongful acts, would have ended up in FM’s possession …
sufficiently state a claim for conversion.
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Pre-bankruptcy planning – attorney as target
(co-conspirator)
In re Daffner, 612 B.R. 630, 642–644 (Bankr. E.D.N.Y. 2020)
The Plaintiff's claims against the Defendant require a finding that the Defendant acted as a co-conspirator
with the Judgment Debtors and not as their attorney. “Courts look to the Code of Professional
Responsibility in analyzing conflicts under the Bankruptcy Code.” In re Enron Corp. … 2002 WL 32034346,
at *12 (Bankr. S.D.N.Y. May 23, 2002)… . The New York Rules of Professional Conduct … Rule 1.2 of the
NYRPC provides, “a lawyer shall abide by a client's decisions concerning the objectives of
representation… .”
While it is not inconceivable that an attorney could venture beyond these duties to conspire with his or
her client to injure the client's creditor, the record cannot support a finding that such a circumstance
exists here. The Defendant testified that he received and distributed the Judgment Debtors' funds to and
from the Defendant's IOLA in accordance with a practice of doing so dating back several years prior to the
State Court Action.
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Pre-bankruptcy planning – attorney as target
(concealment of assets)
https://www.justice.gov/usao-id/pr/east-idaho-man-pleads-guilty-knowingly-and-fraudulently-concealingassets-bankruptcy (July 30, 2020):
Andrew Welch, 46, of Idaho Falls, pleaded guilty to knowingly and fraudulently concealing assets in a
bankruptcy proceeding … Welch, a former pharmacist in Ketchum, Idaho, filed a voluntary Chapter 7
bankruptcy petition …. falsely stating he did not own any real property and that he only had personal
property worth $13,564.60. … Welch knowingly and fraudulently failed to disclose in the bankruptcy
petition and supporting documents the transfer of more than $250,000 of his own funds to an
investment account held in the name of another individual. … Welch also knowingly and fraudulently
failed to disclose his purchase of real property in Idaho Falls for $123,500 in January 2012, or the
ensuing fraudulent transfer of the real property to a second individual, who did not provide Welch with
any value for the real property. In addition, Welch falsely testified under oath during the bankruptcy
proceedings that he had no interest in the aforementioned investment account or real property, which
in truth and fact, he did.
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Bankruptcy paperwork – attorney as target
(“trust but verify” because debtors will blame you)
Thomas Clouse, The Spokesman-Review, https://www.spokesman.com/stories/2020/aug/17/spokane-doctors-191-million-bankruptcy-denied-

afte/#:~:text=Spokane%20doctors%27%20%24191%20million%20bankruptcy%20denied%20after%20judge%20rules%20they%20lied,-UPDATED%3A%20Mon.%2C&text=A%20U.S.%20Bankruptcy%20judge%20last,Dr.

(August 17, 2020):

Dr. Sajid Ravasia, a longtime psychiatrist … and Dr. Debra Ravasia, a gynecologist, originally filed for
creditor protection in 2017 … Bankruptcy Judge Frederick Corbit … ruled that Garvin showed that the
couple lied about both their incomes and expenses during the case. “The Ravasias both acknowledged
that the report of their expenses was inaccurate. The Ravasias knowingly provided false information and
failed to amend their schedules with accurate information,” Corbit wrote. “This financial information is
material and, under these circumstances, the failure to provide accurate information was knowing and
fraudulent.” … Debra Ravasia … listed her income for 2017 as $0. The documents, prepared by an
attorney and signed by the Ravasias, said that Sajid Ravasia was making about $20,800 a month or
$250,000 a year in 2017. But tax records showed differently. Sajid Ravasia reported a gross income for
2017 of about $668,000 or more than $55,000 a month. Asked why he didn’t update court records,
Sajid Ravasia said he “believed they informed his lawyer about his increased income,” court records
state.
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Don’t assist with a nursing home Ponzi scheme
https://www.sec.gov/litigation/litreleases/2020/lr24918.htm (September 25, 2020):
Individuals Charged by SEC with Operating an Investment Scheme Targeting the Orthodox Jewish
Community Criminally Indicted. On September 3, 2020, a federal grand jury issued an indictment
charging Chicago residents Zvi Feiner and Erez Baver with wire fraud. The conduct underlying the
indictment stems from substantially the same misconduct alleged in the SEC's complaint, filed on
September 19, 2019 against Feiner, Baver, and Feiner's company FNR Healthcare, LLC. The
Commission's complaint alleged that, beginning in 2014, the defendants raised approximately $10
million from at least 62 investors to acquire nursing homes and assisted living facilities throughout the
Midwest. The defendants misrepresented to investors that their investments were low-risk and
would generate high returns, and misappropriated investor funds for personal use and to pay
distributions to earlier investors.
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Unlicensed attorney/bankruptcy petition preparer
https://www.justice.gov/usao-cdca/pr/inland-empire-man-arrested-indictment-alleging-he-repeatedlycaused-false-statements-be (February 28, 2020):
RIVERSIDE, California – A San Bernardino County man who worked as a bankruptcy petition preparer
(BPP) was arrested today on federal criminal charges that allege he acted as an unlicensed attorney in
bankruptcy cases, charged fees well over those permitted by law and then repeatedly lied to the
United States Bankruptcy Court. Richard Allen Mease, 62, of Victorville, was taken into custody… .
Under applicable law and regulations, a BPP is permitted to charge fees of up to $200 to prepare and file
a bankruptcy petition, but is not permitted to offer or provide legal advice. Mease repeatedly violated
these laws and regulations since at least September 2009, charging clients fees well over the legally
permitted limit and acting as an unlicensed lawyer, the indictment alleges. In response to these
violations, a bankruptcy court in 2011 barred him from acting as a BPP after he had charged a client
more than $1,000 for BPP services and provided legal advice, according to the indictment. In 2013, the
bankruptcy court issued another order holding Mease in contempt of court for continuing to prepare
bankruptcy petitions in violation of the injunction. But Mease allegedly continued to break the law and
violate the court’s injunction against him. … The case was investigated by the FBI, which received
substantial assistance from the Office of the United States Trustee.
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Don’t wait until the midnight filing deadline
In re Beal, 616 B.R. 140, 142-143, 155 (Bankr. D. Utah 2020)
Twenty minutes before a midnight deadline, counsel for Plaintiff State Bank of Southern Utah (SBSU)
logged in to CM/ECF, the Court's case management and electronic filing system, to file a complaint
against Defendant Allen Beal. Things did not go as smoothly as anticipated, and by the time he filed
the complaint, the clock had already struck twelve. SBSU has laid the blame for this tardy filing on the
electronic filing system, arguing that it was malfunctioning at the time counsel sought to file the
complaint. … In response, Beal filed a motion to dismiss this adversary proceeding as untimely filed. …
the Court issues the following Memorandum Decision … granting Beal's motion. … [the attorney]
finished [the complaint] at 11:36 p.m., and logged in to CM/ECF at 11:40 p.m. … CM/ECF was
functioning properly at that time. … [the attorney] telephoned … his paralegal … and … his secretary,
to seek their assistance. None picked up. … There is no evidence that any of the problems Call faced
on April 22 and 23 were technical failures. For that reason … the clerk's office was accessible within the
meaning of Rule 9006(a)(3), and the Court will deny relief under that rule … .
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Don’t let your client chill the bidding in a
bankruptcy sale (two slides)
https://today.westlaw.com/Document/I037aa460e31c11ea9e9b9b34449fe282/View/FullText.html?transitio
nType=SearchItem&contextData=(sc.Default)&firstPage=true (Reuters Legal, August 20, 2020)
A top manager at Marble Ridge Capital LP admitted to government lawyers that he interfered with a
potential bid for certain assets of bankrupt luxury retailer Neiman Marcus … Marble Ridge managing
partner Dan Kamensky admitted his "grave mistake" to the U.S. Trustee, the branch of the U.S.
Department of Justice that oversees bankruptcies. … Marble Ridge lawyer Ed Weisfelner of Brown
Rudnick did not immediately respond to a request for comment. … upon learning that investment bank
Jefferies intended to make its own offer for the shares, Kamensky messaged a Jefferies' employee with
explicit instructions to back off, according to Hobbs' report. "DO NOT SEND IN A BID," he wrote. …
"[T]hey're going to say that I abused my position as a fiduciary, which I probably did, right? Maybe I
should go to jail," Kamensky said during the recorded call with the Jefferies employee, according to
the report. "But I'm asking you not to put me in jail."
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Andrew Scurria and Soma Biswas, Hedge fund founder arrested, charged over Neiman Marcus bankruptcy,
https://www.fnlondon.com/articles/hedge-fund-founder-arrested-charged-over-neiman-marcus-bankruptcy20200904 (September 4, 2020):
US prosecutors charged a hedge-fund manager with fraud for suppressing a rival bid for a prized piece of
bankrupt retailer Neiman Marcus Group, then trying to cover up the misconduct when it came to light.
Dan Kamensky, the founder of Marble Ridge Capital LP, was arrested on 3 September and charged by
federal prosecutors in New York with securities fraud, wire fraud, extortion and obstruction of justice in
connection with his efforts to acquire shares in Neiman’s MyTheresa e-commerce business. … Criminal
prosecutions arising out of bankruptcy proceedings are nearly unheard of among investors who seek to
profit from trading in the debts of troubled companies. If convicted of all charges, Kamensky faces up to
50 years in prison. The Securities and Exchange Commission also sued Kamensky and Marble Ridge on
Thursday over his attempt to suppress competition for MyTheresa shares.
Kamensky, 47 years old, is a bankruptcy lawyer and Wall Street veteran who earned his distressed-debt
reputation helping hedge-fund manager John Paulson make a killing when the subprime mortgage market
blew up amid the 2007-09 recession.
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Fully disclose your fee arrangements
In re Stewart, 970 F.3d 1255, 1257-1258, 1260-1262, 1267 (10th Cir. 2020)
Attorney Ruston Welch received $348,404.41 in fees for representing David and Terry Stewart in their
Chapter 7 bankruptcy proceedings. This appeal arises out of his failure to disclose his fee arrangements
and payments, as required by 11 U.S.C. § 329(a) and Federal Rule of Bankruptcy Procedure 2016(b), until
ordered to do so by the bankruptcy court more than two years after he should have disclosed his fee
agreement and more than a year after he should have disclosed the payments. For these violations the
bankruptcy court sanctioned Mr. Welch by requiring him to pay $25,000 to the bankruptcy estate. … In
October 2017 [a creditor] filed a motion seeking disgorgement of Mr. Welch's fees and the denial of
future compensation for violation of his disclosure obligations under §329(a) and Rule 2016(b). … This is
not to say that full disgorgement is always appropriate for failure to disclose under § 329. But it should
be the default sanction, and there must be sound reasons for anything less.
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The court’s power to award sanctions and the
duty of disclosure (four slides, $150,000.00)
L. Sols. of Chicago LLC v. Corbett, 971 F.3d 1299, 1305-1306 (11th Cir. 2020)
An attorney representing a debtor is required by § 329(a) and Rule 2016(b) to file (and to amend or
supplement as necessary) a disclosure with the court that sets the amount of compensation that she
has been paid or will be paid (“Attorney Disclosure” or “2016 Disclosure”). If the attorney qualifies as a
debt relief agency, § 528(a) requires that she provide her clients with a written contract that “clearly
and conspicuously” explains the services that will be provided to the client for the agreed upon charge
(“Retention Agreement”). If these documents are materially inaccurate, the attorney may have
potentially violated several statutory provisions and rules. Rule 9011(b) provides that by filing a
pleading “or other paper” with the Bankruptcy Court the attorney is certifying that she has conducted
a reasonable inquiry and, to the best of her knowledge, information, and belief, the contentions therein
have “evidentiary support.” Section 707(b)(4)(B) provides that “[i]f the court finds that the attorney for
the debtor violated rule 9011 ... the court, on its own initiative or on the motion of a party in interest,”
may order “the assessment of an appropriate civil penalty against the attorney for the debtor[.]”
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L. Sols. of Chicago LLC v. Corbett, 971 F.3d 1299, 1305-1306 (11th Cir. 2020)
Similarly, and even more expansively, § 707(b)(4)(C)-(D) provides that an attorney's signature on a
pleading, petition, or motion is certification that she has investigated the circumstances giving rise
to that document and determined that it is well grounded in fact and warranted by existing law, and
that it contains correct information. If an attorney violates this provision, she can be sanctioned
under the Bankruptcy Court's inherent contempt power or its statutory civil contempt power in
§105(a), which provides, in relevant part, that “[t]he court may issue any order, process, or judgment
that is necessary or appropriate to carry out the provisions of this title.”
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L. Sols. of Chicago LLC v. Corbett, 971 F.3d 1299, 1306 (11th Cir. 2020)
Lastly, and most notably for this case, §526(a)(2) provides that:
(a) A debt relief agency shall not— … (2) make any statement ... in a document filed in a case or
proceeding under this title, that is untrue or misleading, or that upon the exercise of reasonable
care, should have been known by such agency to be untrue or misleading[.]
If a debt relief agency is found to have intentionally violated this provision, or was “engaged in a clear
and consistent pattern or practice of violating [it],” § 526(c)(5) authorizes the Bankruptcy Court to
enjoin the violation and impose an appropriate civil penalty against the offender..
In sum, if a debt relief agency files an Attorney Disclosure that is without evidentiary support,
incorrect, untrue, and/or misleading, the Bankruptcy Court could potentially impose civil sanctions
under Rule 9011; its statutory contempt authority in §105; its inherent contempt authority; or
§707 and §526.
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L. Sols. of Chicago LLC v. Corbett, 971 F.3d 1299, 1314, 1321 (11th Cir. 2020)
Based on these findings, the Bankruptcy Court held that UpRight violated Rule 9011, §707, and
§526, and it imposed monetary sanctions totaling $150,000 ($25,000 for each of the six PostSettlement Cases), and it ordered disgorgement of all attorney and filing fees in those cases.
Pursuant to § 105, the Bankruptcy Court next imposed non-monetary sanctions; to wit, it revoked
The UpRight Law Firm's authority to file cases in the Northern District of Alabama for a period of
18 months (three months for each of the six cases) and revoked Morrisson's filing privileges for a
period of 60 days, and it provided for a refund of fees and expenses paid by unfiled clients
impacted by the revocation. …
As stated at the outset of this opinion, bankruptcy practitioners are required to comply with the
bankruptcy statute and its implementing rules. If they don't, they can be sanctioned—and they
know that. For all the reasons discussed above, the Bankruptcy Court did not commit clear error in
finding that UpRight violated the Bankruptcy Code and Rules of Bankruptcy Procedure, and it did not
abuse its broad discretion in imposing sanctions for those violations. Thus, the Bankruptcy Court's
order and the District Court's order affirming it are AFFIRMED.
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Judge Holt is a fan of classic law,
so check this out…
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Biblical Archaeology Review,
Summer 2020, p. 30
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Debt collection techniques
(repossession without a “breach of the peace”)
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https://www.rottentomatoes.com/m/repo_man (rated 90%, one of the best films of 1984)
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Repossession without breach of peace
(five slides)
Droge v. AAAA Two Star Towing, Inc., 468 P.3d 862, 867 (Nev. App. 2020), review denied (July 27, 2020)
Under NRS 104.9609—part of Nevada's version of the Uniform Commercial Code (U.C.C.)—when a
default occurs, a secured party who “proceeds without breach of the peace” can take possession of
collateral “[w]ithout judicial process.” In other words, this statute authorizes a creditor to enter onto
private property to attempt to retrieve collateral in what is commonly referred to as a self-help
repossession. In this appeal, the court is asked to consider an issue of first impression—the question of
what conduct, undertaken in the course of a self-help repossession of a vehicle, constitutes a breach of
the peace, such that the privilege to enter real property without judicial process and retake collateral
afforded by NRS 104.9609 no longer applies to those engaged in the repossession effort. …
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Droge v. AAAA Two Star Towing, Inc., 468 P.3d 862, 867-868 (Nev. App. 2020), review denied (July 27, 2020)
Russell Droge entered into a loan agreement with JP Morgan Chase Bank, N.A., in connection with his
purchase of a Dodge Ram pickup truck. Russell was later incarcerated, and his parents, appellants
James and Cynthia Droge (referred to collectively as the Droges where appropriate), agreed to store
the truck at their home in Pahrump, Nevada. … While incarcerated, Russell defaulted on his loan.
Chase retained respondent Zane Investigations, Inc. (Zane), to perform an involuntary repossession of
the truck.
The parties agree, and the record reflects, that upon entering the Droges’ property, Romans
confirmed that Russell's truck was the vehicle they were there to repossess by checking its vehicle
identification number. Shupp then lowered his tow truck's flatbed and began chaining Russell's truck
to the winch so that the truck could be pulled onto the flatbed. Meanwhile, Cynthia and James Droge,
who were in their house, became aware of what was transpiring and went outside to confront
Romans and Shupp. At some point during the proceeding events, either one or both of the Droges
objected to Romans and Shupp repossessing Russell's truck, although the parties vigorously dispute
when this actually took place. But ultimately, the attempted repossession continued until James
retrieved the keys to Russell's truck, started it, and moved it into the fenced backyard. Either Romans
or Shupp then called 9-1-1.
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Droge v. AAAA Two Star Towing, Inc., 468 P.3d 862, 869 (Nev. App. 2020), review denied (July 27, 2020)
…the parties dispute whether Shupp was struck by Russell's truck while James was attempting to
move the vehicle. According to the Droges, James saw that Shupp was working under the back of the
truck when James began to move it, but they maintain that James first moved the vehicle forward,
which prompted Shupp to stand up and get out of the way, and that James then backed the truck up
and proceeded to maneuver the vehicle into the backyard without event. But the Droges acknowledge
that, once James parked Russell's truck in the backyard, Shupp stated from the other side of the fence,
“[y]ou hit me, man,” albeit without further explanation. On the other hand, Romans and Shupp
maintain that Shupp was still under the vehicle when James began to back it up, which prompted
Romans to scream for Shupp to watch out. This prompted Shupp to look around, but Romans’ warning
apparently came too late, as Romans and Shupp indicate that Shupp was struck in the chest by the
passenger-side rear wheel of Russell's truck. According to Shupp, he would have been crushed if James
had backed Russell's truck up another four inches; however, since he was not injured, he was able to
scramble out from under the truck while James continued maneuvering the vehicle into the backyard.
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Droge v. AAAA Two Star Towing, Inc., 468 P.3d 862, 870–871 (Nev. App. 2020), review denied (July 27, 2020)
Before we can evaluate whether the district court erred in granting summary judgment against the
Droges on their various tort claims, we must first determine whether Romans and Shupp forfeited the
protections afforded by NRS 104.9609 by breaching the peace in their efforts to repossess Russell's
truck. Nevada's statute, like its analogue in the U.C.C., does not define the term breach of the
peace. See U.C.C. § 9-609 cmt. 3 (Am. Law Inst. & Unif. Law Comm'n 2017) (noting that, rather than
defining or explaining what conduct constitutes a breach of the peace, U.C.C. § 9-609 leaves that issue
for development by the courts). And although the Nevada Supreme Court has recognized that self-help
repossessions are permissible, provided that they are performed without a breach of the
peace, see Nev. Nat'l Bank v. Huff, 94 Nev. 506, 512, 582 P.2d 364, 369 (1978) (citing NRS 104.9609 as
originally numbered), the court has yet to define what constitutes a breach of the peace in the
context of the U.C.C.
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Droge v. AAAA Two Star Towing, Inc., 468 P.3d 862, 874–875, 882 (Nev. App. 2020), review denied (July 27,
2020)
… we adopt the Restatement's reasonableness standard and conclude that self-help repossessions
must be conducted at a reasonable time and in a reasonable manner and that a breach of the peace
occurs when a secured party fails to satisfy either or both of these obligations. Moreover, given that
the U.C.C. essentially codifies the common law right to extrajudicial repossession reflected in the
Restatement, as the Salisbury court recognized, 793 P.2d at 473, we hold that a breach of the peace
occurs when a self-help repossession or attempted repossession under NRS 104.9609 is undertaken in
an unreasonable time or manner or both. …
In the present case, genuine issues of material fact remain for the trier of fact with respect to almost
everything about the attempted repossession, including whether the Droges objected to the attempted
repossession from the outset and whether the attempted repossession resulted in violence. Thus,
taking the facts of this case in the light most favorable to the Droges, the district erred to the extent
that it concluded that the factual circumstances did not constitute a breach of the peace and trespass
as a matter of law when, as reflected in the general principles set forth above, a trier of fact could
conclude otherwise based on the disputed facts.
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Avoid questionable collection techniques

Bovitz: “Bad Paper” is a terrific book!
https://www.jakehalpern.com/nonfiction-books-bad-paper
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Improper debt collection tactics (two slides)
Consumer Financial Protection Bureau and New York Attorney General Take Action Against Debt-Collection
Operation and Its Owners and Managers, https://www.consumerfinance.gov/about-us/newsroom/cfpbnew-york-attorney-general-take-action-against-debt-collection-operation/ (September 8, 2020):
The Consumer Financial Protection Bureau (Bureau), in partnership with the New York Attorney
General (NYAG), today filed suit against a network of five different companies based outside of
Buffalo, New York, two of their owners, and two of their managers, for their participation in a debtcollection operation using illegal methods to collect debts. … defendants have participated in a debtcollection operation that has used deceptive, harassing, and improper methods to induce
consumers to make payments to them in violation of the Fair Debt Collection Practices Act (FDCPA)
and the Consumer Financial Protection Act (CFPA). …
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https://www.consumerfinance.gov/about-us/newsroom/cfpb-new-york-attorney-general-take-actionagainst-debt-collection-operation/
…defendants violated several provisions of the FDCPA by threatening consumers with arrest or legal
action the firms had no intention of taking or could not legally take; threatening to contact consumers’
employers to disclose the debt; claiming consumers owed more debt than they did in order to
convince them to pay the amount they owed; impermissibly contacting consumers’ friends, family, and
workplace to disclose the existence of a consumer’s debt or to shame or humiliate them; harassing
consumers by using intimidating, belittling, or menacing language and repeatedly and excessively
phoning consumers; and failing to provide legally required notices informing consumers of their right
to know how much they owed and of their ability to dispute the amount or existence of the purported
debt … by misrepresenting that they would have the consumer arrested, that they would file lawsuits
they did not intend to file, that they would garnish the wages of the consumer, and that the consumer
owed more than they actually did. …
The complaint is available at: https://files.consumerfinance.gov/f/documents/cfpb_jpl-recoverysolutions-llc-et-al_complaint_2020-08.pdf
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Willful violation of automatic stay/discharge
(two slides)
In re Kimbler, 618 B.R. 437, 439-441 (Bankr. E.D.N.C. 2020)
On September 12, 2019, a magistrate conducted a trial in the Small Claims Action, and both the
Debtor and Mr. and Mrs. Dority appeared at the trial. The Debtor advised the magistrate of her
bankruptcy filing, and the magistrate adjourned the trial as being stayed by the Debtor's bankruptcy
petition. … The Debtor testified that Mr. Dority became angry when the magistrate adjourned the
hearing. Mr. Dority told the Debtor that she could not take his money, and that he would file
embezzlement charges against her. … Mr. Dority went to the Havelock Police Department to file a
criminal complaint. On October 24, 2019, the State Court issued three Warrants for Arrest of the
Debtor for felony charges of embezzlement… . On October 30, 2019, the Debtor was arrested, and
the State Court set a bail amount of $4,500.00. The Debtor was unable to post this amount and was
incarcerated at the Craven County Detention Facility. … the Debtor asserts that Mr. Dority's actions in
initiating the criminal embezzlement charges against her and failing to seek dismissal of the
Criminal Action violate that automatic stay imposed by 11 U.S.C. § 362 and the discharge injunction
imposed by 11 U.S.C. § 524. The Debtor seeks actual and punitive damages resulting from these
violations. …
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In re Kimbler, 618 B.R. 437, 443-444 (Bankr. E.D.N.C. 2020)
Even if the Debtor owed Mr. Dority the sum being claimed, the deprivation of the Debtor's liberty
harkens back to the days of the debtors' prisons in Victorian England. The hardship the Debtor
experienced before, during, and after incarceration is a plight she should have never had. The sole
cause of that undeserving hardship are the borderline unlawful and malicious actions of Mr. Dority,
who had no contrition, regret, or remorse for the actions he took. This court does not see many bad
people, only unfortunate ones who are trying to repay their credit[ors] or to obtain a fresh start that
the laws passed by Congress allow; however, today the court saw malicious evil sprinkled with
reckless indifference. …
Mr. Dority be, and hereby is, directed to pay to the Debtor within thirty days of the date of this
Order sanctions in the total amount of $40,979.50…
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Department of Financial Protection and Innovation
https://dfpi.ca.gov/2020/09/25/stronger-financial-protections-on-the-way-for-california-consumers
(September 25, 2020)
The [California] DBO licenses and regulates financial services, including state-chartered banks and credit
unions, money transmitters, securities broker-dealers, investment advisers, nonbank installment lenders,
payday lenders, mortgage lenders and servicers, escrow companies, PACE (Property Assessed Clean
Energy) program administrators, and franchisors. … With Governor Gavin Newsom’s signing of AB 1864,
the California’s Department of Business Oversight (DBO) expands its authority as a premier financial
regulator and national model for consumer protection. The DBO will be re-named the California
Department of Financial Protection and Innovation. Under the new California Consumer Financial
Protection Law (CCFPL) the department will have expanded enforcement powers to protect California
consumers from pandemic-inspired scams, promote innovation, clarify regulatory hurdles for emerging
products and increase education and outreach for vulnerable groups. Signed today, the sweeping changes
enacted in AB 1864 will go into effect on Jan. 1, 2021.
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Technical scams
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SIM swap
Brian Moran, N9ADG, Contest Update, http://www.arrl.org/contest-update-issues?issue=2020-0304#_710810889014300-Conversation(March 4, 2020)
On a recent Sunday afternoon at about 3 pm local time … my cellular phone started to display "No
Service" in the usual location of the network name and signal strength. I was at my computer at the
time and thought it odd. I check my email like a nervous tic, and with alarm noticed that I was being
warned by my email provider that I'd logged in "using my phone" from a location in California.
Unfortunately, I was sitting at home near Seattle. I immediately suspected what this was about - that
I'd just been SIM Swapped by someone attempting to take over something in my digital life. My
suspicion was confirmed when I saw additional messages in additional email accounts reporting
attempted access to other financial sites. … Within 40 minutes of noticing "No Service," I was at my
provider's retail store with my ID and cellular phone in hand, explaining what had happened. I was
fortunate to speak with an employee who realized that speed was paramount, and within 10 minutes
he'd canceled the criminal's SIM, my original SIM (that no longer worked anyway), and I had a new
SIM in my phone. I also had an additional multi-digit security code on my account, and a notation that
no porting requests were allowed without presentation of a government-issued ID.
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Has a SIM swap lawyer violated ethical duties?
(two slides)
http://www.calbar.ca.gov/About-Us/Our-Mission/Protecting-the-Public/Public-Comment/PublicComment-Archives/2020-Public-Comment/Proposed-Formal-Opinion-Interim-No-16-0002-DataBreaches (June 24, 2020 deadline)
Proposed Formal Opinion Interim No. 16-0002 (Data Breaches) …
The State Bar Standing Committee on Professional Responsibility and Conduct (COPRAC) is
charged with the task of issuing advisory opinions …
At the end of a busy day, Attorney B realized that Attorney has lost Attorney’s smartphone.
Attorney B regularly uses the smartphone to email and text clients and to access certain
practice management software applications related to clients. The smartphone is protected
only by a 4-character password and not any biometric data. Attorney B does not have any
software installed on the smartphone that allows it to be remotely tracked, locked down and/or
wiped clean.
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http://www.calbar.ca.gov/Portals/0/documents/publicComment/2020/Proposed-Formal-Opinion-InterimNo.16-0002-(Data-Breaches).pdf
Attorney B’s temporary loss of a smartphone, under these circumstances, is unlikely to be considered a
data breach, particularly if Attorney B can obtain assurances from the restaurant owner/staff that only
the restaurant had access to it and that no one accessed the phone’s contents after Attorney B left.
Because it does not appear that the data on Attorney B’s phone was misappropriated, destroyed or
compromised, the temporary loss of the phone is unlikely to constitute a significant development and
no duty to disclose would likely be triggered. Under these circumstances, however, Attorney B and law
firm should consider whether it should require all law firm attorneys to have stronger passwords, or
ones that use biometric data, on firm issued smart phones or if law firm should allow their attorneys
to access client data, including emails, on the attorney’s personal smartphones. The firm should also
consider requiring all smart phones used for firm matters to have software installed to locate, lock
and wipe devices if they are lost or stolen, and specific protocols for managing such scenarios. Next
time, Attorney B may not be so confident in Attorney’s assessment that no client data was accessed,
particularly if the phone is one day stolen. …
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Domain name – back door lookalike sites
Greg Spicer, https://lawtech.pinhawk.com/article/protecting-your-domain-from-back-door-risk.html
(February 20, 2020)
Every website domain has hundreds, if not thousands, of permutations. Most of these
permutated domains are completely harmless, involving a simply typographical variation on the
original domain name. … a fraudster will create a domain based on one of these permutations
with bad intentions, hoping to compromise the security of the original domain. … After
registering a permutated domain, fraudsters will then build a website that mimics their target
company’s website; their goal in doing so is to trick website visitors into thinking they have
reached the target’s site, and consequently they might mistakenly upload or share confidential
information. We have also seen bad actors use these lookalike domains to perform highly
effective phishing campaigns, which can be either internally or externally bound. These phishing
campaigns often prove effective because the incoming emails remain undetected by traditional
anti-spoofing tools, since they are associated with an actual matching domain address.
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Final words from our panelists
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